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RISK ASSESSMENT QUESTIONNAIRE

Institution: 
    _________________________________

Date Completed:     _________________________________
The purpose of this Questionnaire is to gather information and data on the Key Risk Areas and Prudential Indicators prior to the firm’s Annual Visit with officials of the Central Bank of The Bahamas. The questionnaire is divided into four (4) main categories to form an overall assessment of the firm’s exposure to the various core risk areas. Clearly, all areas will not be applicable to your firm; this should be indicated by N/A in your response.
A. BUSINESS RISK:

A.1) BUSINESS OPERATING ENVIRONMENT & STRATEGY:
	1.
	What are the risks and challenges to the firm arising from:

· The present general economic environment as well as the current legal and regulatory framework;

· Strengths of principal competitors in business areas;

· Exposure to specific risk events including loss of key staff and customers; and
· Future developments in the general economic environment as well as legal and regulatory factors?

	
	Response:

	2. 
	Do the strategic options that the firm is pursuing expose the firm, in the current business operating environment, to financial and reputational risk (e.g. through exposure to high risk products, sectors, markets, jurisdictions, clients etc.)?

	
	Response:

	3.
	What are the vulnerabilities arising from the firm’s current business model and range of business activities as well as any concentrated exposures associated with the business model it is pursuing? 

	
	Response: 

	4.
	Does the firm’s strategy give it any competitive advantages in the current business operating environment?

	
	Response:

	5.
	Does the firm’s business model and range of business activities expose it to high levels of risk in the event of extreme but plausible changes in the firm’s business operating environment, including the legal and regulatory frameworks in which the firm is operating?

	
	Response:


A.2) FIDUCIARY & KYC/AML RISK: 

Please complete the attached Business Product Profile on the various products and services the firm offers to its clients.

	1.
	Does the nature of the firm’s business model expose the firm to conflicts of interest (e.g. advising clients and making its own investments etc.)?

	
	Response:

	2.
	Indicate the following:

· size and number of fiduciary accounts 
· volumes of assets under administration
· volume of assets under management
· volume of assets under custody

· the number and percentage of assets under administration vs. number and percentage of assets under management ($Mil).

	
	Response:

	3.
	Please comment on the firm’s fiduciary risk profile with reference to:

· the type and complexity of the fiduciary assets held; and 
· the characteristics of the client base and their jurisdictions of origin (e.g. significant fiduciary assets originating in jurisdictions with considerable legal /contract uncertainty). 

	
	Response:

	4. 
	Do a significant proportion of total accounts belong to one person, entity or family group?

	
	Response:

	5.
	Does a significant proportion of total clients belong to one jurisdiction or region?
(b) Give a breakdown of the number of clients and accounts by jurisdiction

	
	Response:

	6.
	Indicate the total number and percentage of high risk clients, identifying separately the number and percentage of PEPs.

	
	Response:

	7.
	Have there been any significant changes in the firm’s management, staffing and data processing systems of fiduciary services over the past two years. If so, how have they impacted on the fiduciary risk profile of the firm?

	
	Response:

	8.
	Briefly describe your firm’s Money Laundering and Terrorist Financing risks arising from:

· the nature of the firm’s business (e.g. frequent money transfers);

· IT systems, people and internal processes (e.g. work backlogs, cohesion in manual and computing systems;

· characteristics of its customer base (e.g. PEP’s, high risk jurisdictions of clients, cash intensive businesses; etc);

· characteristics of its products and services (e.g. nature of guarantees, jurisdiction of overseas investment schemes etc.; and 

· sources of business and distribution mechanisms (e.g. methods of obtaining overseas customers, repeat and multiple product sales to existing customers).

	
	Response:


A.3) BUSINESS PROCESS:
	1.
	What has been the firm’s history and duration of litigations and have these impacted the firm in The Bahamas (Are there any current litigation issues if so, briefly advise)? 

	
	Response:

	2.


	How equipped is your firm to mitigate potential losses due to litigations (e.g. through insurance cover, protection of Board of Directors and Senior Management from law suits)?

	
	Response:

	3.
	How much staff does the bank have in The Bahamas and in the Banking Group as a whole (if applicable)? Please distinguish between staff in front office client facing roles and those engaged in control or back office functions.

	
	Response:

	4.
	Are there sufficient employees with the appropriate levels of training and experience across all the main business, risk and control areas of the operations in The Bahamas?

	
	Response:

	5.
	Is the firm’s IT infrastructure (including hardware, software and systems support) adequate for the business and risk profile of the firm? Please provide a description of the computer systems in operation?

	
	Response:

	6.
	What does the firm see as its current major operational risk challenges?

	
	Response:

	7.
	To what extent, if any, is the firm exposed to risks arising from inadequate systems, failed internal processes or from external events e.g. reliance on remote locations, business continuity, stress on operational capacity etc.?

	
	Response:

	8.
	What is the main business of the key shareholders / banking group parent of the firm and who controls the shareholders? Please indicate the jurisdiction in which the shareholder is based or the home jurisdiction of the banking group parent?

	
	Response:

	9.
	Please indicate whether the firm has experienced recent financial losses or been affected by legal/regulatory issues in the key shareholders/parents non-banking activities in The Bahamas or in the home jurisdiction of the key shareholders/parents?

	
	Response:


A.4)  PRUDENTIAL RISK INDICATORS:

4.1 Credit Risk:
	1.
	What is the nature of the credit risk profile (corporate vs. consumer vs. mortgage, domestic vs. international, unsecured vs. secured (e.g. Lombard lending)) and which exposures currently pose the biggest challenge as it relates to credit risk?

	
	Response:

	2.
	Has the Board and Senior Management defined the firm’s credit risk appetite? If so, how is it defined? Please provide the latest parameters defining the risk appetite, if available?

	
	Response:

	3.
	What are the trends in the credit exposures?

	
	Response: 

	4.
	What is the nature of credit mitigation measures taken by the firm (e.g. reliance on collateral, guarantees etc.)? How effective are these measures?

	
	Response:

	5.
	Does the firm have high levels of credit exposures to a particular group of customers, industrial sectors, regions and country?

	
	Response:

	6.
	What are the trends in the quality of the firm’s credit risk exposures? Please provide details, if relevant, of trends in arrears and non-performing loans and trends in credit risk migration between the firm’s internal loan classification categories. 

	
	Response:


 4.2) Liquidity:

	1.
	Does the nature of the business activity of the firm affect its ability to address the daily liquidity needs both during usual business circumstances as well as at a time of liquidity stress?

Please answer the question with reference to:

· reliance on retail/wholesale funding

· availability of secured funding sources

· diversification of your deposit base

· maturity structure of your assets and liabilities e.g. excessive concentration of long term lending

	
	Response: 

	2.
	(a) What is the availability of funding from other group companies in the normal (“business as usual”) and crisis circumstances?

(b) Will the firm be required to provide liquidity support to other group companies in crisis conditions?

 

	
	Response: 


4.3)  Market Risk: 
	1.
	Is the firm exposed to the following types of market risk?

· Interest rate risk;

· Foreign Exchange risk; and

· Equity Price risk.

Please indicate (and apply) in your response the methods the firm uses to quantify its exposure to these market risks.

	
	Response:

	2.
	Is the firm exposed to significant market risk outside its proprietary trading or investment portfolio (e.g. interest rate in its banking operations)?  

	
	Response

	3.
	What are the characteristics and volumes of the firm’s portfolio of proprietary traded products?

	
	Response:

	4.
	What methods, if any, are used by the firm in The Bahamas to mitigate the market risk (e.g. hedging with appropriate instruments, transferring market risk through internal transactions to parent/Group Treasury, controlling interest rate mismatches etc.)? 

	
	Response:


B. CONTROLS:

B.1) FIDUCIARY & KYC/AML CONTROLS:

	1.
	Does the firm have comprehensive documented policies and procedures in place to manage the fiduciary risk arising from their trust and asset management businesses? Please provide details and any gaps identified by independent review processes.

	
	Response:

	2.
	Does the firm have in place comprehensive policies and procedures to ensure safe custody of its client’s monies? Please provide details and any gaps identified by independent review processes.

	
	Response:

	3.
	Is the firm fully compliant with the Central Bank of The Bahamas’ Guidelines for Licensees on the Prevention of Money Laundering and Combating the Financing of Terrorism? Please outline any issues identified in internal or external independent reviews over the last 12 months.

	
	Response:

	4.
	Do the AML/KYC processes in place ensure enhanced due diligence for customers and transactions identified as presenting a heightened risk of illicit transactions? If so, give brief details of the risk evaluation process applied to clients and transactions. 

	
	Response:

	5.
	Does the firm have material backlogs of client files (including those arising from mergers and acquisitions of firms with lower due diligence standards) which are materially non-compliant with due diligence standards particularly through gaps in documentation, such as sources of wealth etc.?

	
	Response:

	6.
	Does the firm have written policies and procedures documenting the processes in place to prevent, detect and report suspicious transactions?

	
	Response:

	7.
	Does the firm have an appropriate designated MLRO who has the experience and standing in the firm to play and effective role in coordinating and overseeing the firm’s AML framework? Give details on the level of authority and reporting lines.

	
	Response:

	8.
	Briefly explain the firm’s training regime (level of staff involved and frequency of training) as it relates to ensuring organization-wide knowledge of KYC/AML/CFT policies.

	
	Response:


B.2) BUSINESS PROCESS CONTROLS:
	1.
	Does the firm have in place robust and comprehensive financial policies, procedures and controls appropriate to the business and risk profile of the firm?

	
	Response:

	2.
	Are the firm’s financial policies, procedures and controls effectively implemented to provide complete, accurate, relevant and timely management information, and financial and regulatory reporting? (Please indicate any gaps indicated by internal and external reviews)?

	
	Response:

	3.
	Is the firm’s financial and regulatory reporting in compliance with regulatory requirements?

	
	Response:

	4.
	What are the firm’s policies for ensuring that staff is able to fulfil business needs in the area of recruitment and selection of employees?



	
	Response:

	5.
	Briefly explain the firm’s employee training regime.
Please indicate how the regime:
· meets business needs;
·  ensures compliance with internal rules and procedures; and
·  ensures compliance with the CBOB rules and guidelines

	
	Response:

	6.
	Does the firm have an appropriate IT strategy in formulation and execution that supports the current and future business needs of the firm?

	
	Response:

	7.
	Does the firm have documented, comprehensive and appropriate IT systems policies and procedures to cover procurement, development and implementation of the IT systems? Please also comment on the effectiveness of the implementation of the IT policies and procedures.

	
	Response:

	8.
	Does the firm have appropriate IT security policies governing user access that are effectively implemented?

	
	Response:

	9.
	a) Please indicate the extent to which material functions are outsourced to other parts of the Group (outside The Bahamas) or to third parties.
b) Please indicate whether the outsourcing is fully compliant with the Central Bank of The Bahamas Minimum Standards for the Outsourcing of Material Functions.

	
	Response:

	10.
	a) Does the firm utilise a set of key risk or performance indicators (KRI’s or KPI’s) to monitor and control its operational vulnerabilities and performance?

b) Please comment on the use by the management of the bank and/or The Board of KRI/KPI’s to support actions taken to mitigate operations risks in a systematic fashion.

	
	Response:

	11.
	Does the firm have an adequate Business Continuity Plan that is relevant to the current business profile and vulnerabilities of the firm and regularly tested (Please indicate the date of the last test)?

	
	Response:


B.3) PRUDENTIAL RISK CONTROLS:
	1.
	Briefly comment on the nature and effectiveness of the overall credit governance and oversight process in your firm.

Please include in your comments reference to the following aspects:

· high level risk policies i.e. risk tolerance and portfolio limits in line with overall risk appetite of the firm, Board/Senior management/Parent Group involvement in decision making and oversight;
· systems for measurement, monitoring and control of credit risk including large exposures and asset classification systems; 

· the nature, frequency and effectiveness of independent reviews and audits of the credit portfolio and the credit process; and 
· the nature of Board and senior management reporting.

	
	Response:

	2.
	Briefly comment on the nature and quality of the credit initiation, analysis, collateral perfection, loan proceeds disbursement and credit administration processes.

Please include in your comments reference to the following aspects:

· guidelines in place setting out procedures/criteria for granting new loans, extending credits etc.

· the nature of the lending organisation within the firm including resources, lending discretions for each management level/Head Office and arrangements for ensuring appropriate segregation of duties.

· quality controls over collateral documentation and processes for timely lodgement with attorneys and Registry of documentation.

· approval and authorisation levels and processes for release of collateral and funds.
· credit administration processes including requirement for annual review of credit facilities.

	
	Response:

	3.
	Briefly comment on the nature and effectiveness of the delinquency management process in the firm?

Please include in your comments reference to the following issues:

· organisational arrangements and staff resources dedicated to problem loan/collection processes;
· process for identifying measuring and monitoring impaired assets; and
· general and specific provisioning policies in place

	
	Response:

	4.
	Briefly comment on the nature and effectiveness of the Treasury risk management process of the firm (including the risk of investments, interest rate risk and liquidity). 

Please include in your comments reference to the following issues:

· arrangements for senior management/Board/Head Office oversight of Treasury risk;
· treasury Risk limits currently in place for the different areas of risk; 

· processes in place for measuring, monitoring and controlling Treasury risk (Please provide the most recent risk measures for the different areas and a copy of risk report(s) if available);
· resources dedicated to the Treasury function; and
· relationship with Group Treasury functions (if applicable).

	
	Response:

	5.


	Does the firm have in place established policies and procedures including limits for managing liquidity and funding risk on a “going concern basis” and stress/crisis management basis?

· is the process manual or automated, explain?

· what limits are established for arranging liquidity on a going concern basis and stress/crisis management basis? 



	
	Response:

	6.
	What liquidity and funding risk management reports are provided to the Board/Senior management monthly/quarterly? What do these reports include?

	
	Response:

	7.
	Does the group conduct liquidity stress testing or produce contingency plans at Head Office and/or subsidiary levels? If so, kindly outline stress tests/contingency plans produced for the firm.

	
	Response:

	8.
	Is the liquidity risk management function centralized or decentralized in the firm/group? Please outline the arrangements.

	
	Response: 

	9.
	What are the firm’s policies and strategies on funding diversification to limit reliance on one type of deposit instrument, client/institution?

· Does the firm conduct ongoing analysis to determine its level of reliance on individual funding sources by type of instruments (time and savings deposits), nature of deposits, etc.?



	
	Response: 

	10.
	What is the firm’s most significant liquidity risk (i.e. Loan Commitments, Deposit loss of market confidence volatility, credit quality) and the firm’s mitigating strategies?



	
	Response: 


C. OVERSIGHT & GOVERNANCE:

C.1) CONTROL FUNCTIONS (Compliance & Internal Audit) 
	1.
	Please comment on the adequacy of the  compliance function in mitigating potential financial losses and losses to reputation that the firm may suffer as a result of a failure to comply with applicable laws, regulations and rules

Please include in your comments reference to the following issues :

· Board/senior management oversight of the compliance function

· responsibilities/Terms of Reference of the Compliance Function

· staffing and experience of the compliance function (Please indicate available support from parent Group compliance function if applicable)

· independence and reporting lines of the compliance function

· issue tracking process for identified compliance issues

	
	Response:

	2.
	Briefly explain the firm’s current internal audit plan; its objectives, risk challenges and the audit plan approval process (If the audit plan is agreed at the Group level please outline how material issues relevant to The Bahamas are incorporated).

	
	Response:

	3.
	Are the structure, reporting lines and resources of internal audit adequate, delivering the mandate/terms of reference of the function?

	
	Response:

	4.
	Does the risk assessment methodology of the firm’s internal audit adequately capture the risk profile of the firm?

	
	Response:

	5.
	Explain the process of tracking issues identified in the internal audit report (Please also indicate whether internal audit tracks recommendations from the CBOB’s on-site examination and other supervisory issues).

	
	Response:

	6.
	Does the audit reports effectively capture the identified risk issues?

	
	Response:

	7.
	How frequently is the firm audited? 

Please incorporate in your comments reference to the frequency of audits and the severity of the risk issues identified or other risk assessment criteria that are applied. 

	
	Response:


C.2) MANAGEMENT AND GOVERNANCE

	1.
	a) Does the senior management team of the firm have appropriate experience and skills to effectively manage the business and risk profile of the firm?

b) Please include in your comments reference to the skills and experience of officials designated Senior I and Senior II.

	
	Response:

	2.
	Does the Board regularly review policies and procedures to ensure that proper controls and risk management processes have been put in place appropriate to the business and risk profile of the firm?  

	
	Response:

	3.
	Name the various risk committees established by the firm and indicate their areas of responsibility and composition (e.g. administration, corporate banking, international division, internal control, finance and accounting, information systems etc.).

	
	Response:

	4.
	a) Does the Board undertake a comprehensive annual review to ensure that corporate governance meets its objectives and are the results of the review incorporated in the required annual attestation to the CBOB?

b) Please indicate in your response whether the annual review incorporates the review of action plans in place to remediate the adverse findings of internal and external independent reviews of controls including CBOB on site examinations.  

c) Please indicate in your response how the Board /Head Office receives assurance from management that all aspects of the Bank’s operations are effectively controlled and all key inherent risks in the business are effectively managed on an ongoing basis.

	
	Response:

	5.
	Please provide the background of the Independent Non-Executive Director(s) of the firm to show that they have relevant skills and background to provide adequate independence and challenge to executive management.

	
	Response:

	6.
	What direct involvement, if any, do the shareholders have with the firm, the Board of Directors, and Management?

	
	Response:

	7.
	Is there a structured risk-based reporting regime to ensure ongoing reporting to senior management and the Board with respect to all relevant key risk areas and subsequent tracking of matters escalated? 

	
	Response:

	8.
	a) Is there a process in place for setting high level strategic objectives for the firm and translating these into detailed shorter term business and operating plans?

b) Please indicate, if appropriate, how the operations in The Bahamas are incorporated in the financial Group strategic planning process.

	
	Response:

	9.
	Is there a process for tracking implementation of the strategic and business plan and modifying the plans in response to changes in the business operating environment and specific events affecting the firm?

	
	Response:

	10.
	Please comment on how effective senior management/ The Board have been in implementing strategic plans.

	
	Response:

	11.
	How much support does the firm receive from the wider group or parent in terms of business management, risk management and control functions as well as capital and liquidity support and systems? 

	
	Response:

	12.
	Is the licensee exposed to operational, credit, reputational and other material risks stemming from the rest of the group (e.g. reliance on IT systems, exposure to group customers etc.)?

	
	Response:


D. FINANCIAL SOUNDNESS:   

	1.
	Are there any concerns with respect to assets growth/structure and profitability of the firm? If so, please explain.

	
	Response:

	2.
	What is the composition and quality of capital and the level of capital adequacy?

	
	Response:

	3.
	What has been the profitability and earnings performance of the business over the past twelve (12) months? 

	
	Response: 

	4.
	Have there been any significant changes in the structure and trend in income over the period?

	
	Response:  

	5.
	What are the projected profitability and earnings performance for the current and previous year?

	
	Response:


	Name of Senior Official l
	

	Signature
	

	Name of Senior Official ll
	

	Signature
	

	Date of Report: 
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